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Security Audit and Compliance Formative Assessment Coursework Part A
[bookmark: _GoBack]Data privacy and security in this increasingly data driven world is considered one of the foremost concerns of any organization collecting, storing or using data. With the increasing sophistication and frequency of cyber-attacks, it is seen as almost paramount to design systems to protect the privacy of user data. Such a requirement is fast becoming mandatory via impending regulation on the use and storing of personal data. Organizations must now as a consequence strive to meet the obligations     of  data
security, data privacy and meet compliance obligations is a holistic way (Salido, 2010).

Several implications arise from this, the first being that organizations must now seek to understand what is personal data, and whether they are considered data controllers or processors. Personal data is defined by Directive 95/46/EC of the European Parliament as:
“any information relating to an identified or identifiable natural person (data subject); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity”. Article 2(a)
I will divide the practical implications into two categories, namely operational and legislative or compliance implications.
Operational Implications

Operationally, an organization may be moved to perform audits to determine the amount of ‘personal data’ being held, and develop policies on how to secure it. One such policy may speak to how long such data is being held, as some writers indicate that there is a trend in social media where users would prefer their data to be ephemeral (Landau, 2014). Another implication is that additional expenditure outlays may be necessary to redesign privacy capability into legacy security systems. Some may go the route of purchasing new systems with
 (
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privacy and security protocols built in, or instituting Privacy by Design strategies in the development and design of a new system. It is wise to determine when and how privacy is violated to determine how it is to be prevented (Hoepman, 2014). Hoepman also indicated that privacy cannot be implemented as an add-on but must be addressed from the outset. Solove (2006) identified four groups of activities which affect privacy namely information collection, processing, dissemination and invasions. These must be considered for privacy to be effectively maintained. Borking and Blarkom et al.. (2003) endorsed the use of Privacy Enhancing technologies which they define as “a system of ICT measures protecting informational privacy by eliminating or minimizing personal data thereby preventing unnecessary or unwanted processing of personal data, without the loss of the functionality of the information system.” This could be implemented by businesses or in the future may be made a legal requirement. Another implication is the loss of market share if customers believe that basic security and privacy standards are not met. Businesses must ensure that their public image is one that exudes a conduct of operations at the highest privacy and security standards.
Legislative/ Compliance Implications

“The lack of harmonization in EU Member States’ data protection laws means that cross-border research projects involving ‘personal data’ may have to comply with different States’ laws regarding different sets of data, or indeed even the same data set.” (Millard and Kuan Hon, 2012). Millard and Kuan Hon (2012) also intimated that social science research funding may  also be impacted as funding agencies very are cognizant of the legal implications of processing personal data, and have stressed the review of compliance rules. Based on what regions business is being conducted, it is imperative to understand what laws apply, as there are serious legal implications. (Impending GDPR).
So clearly we see the relationship between privacy and security bares implication for research, funding business operating cost, competitive advantage and legal standing. Governance’s role now is to develop policies and standards and charge management to implement these through various guidelines, practices and procedures, (Hopeman, 2014). One approach which can be used is the Data Governance for Privacy, Confidentiality and Compliance approach (DGPC) which  assists organizations in  creating a governance program which address security,    privacy


and compliance, while encompassing existing IT governance programs. (Salido, 2010). Governance’s role is also to think strategically and to be sensitive to the fluid and changing nature of security and privacy.
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